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metafile
ASSERTION OF METAFILE INFORMATION SYSTEMS, INC. MANAGEMENT
March 20, 2026

We have prepared the accompanying description of Metafile Information Systems, Inc.’s (‘Metafile’ or ‘the
Company’) Advanced Content Management Solution Services System titled "Metafile Information Systems,
Inc.’s Description of Its Advanced Content Management Solution Services System throughout the period
January 1, 2025 to December 31, 2025” (description) based on the criteria for a description of a service
organization’s system in DC section 200, 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2® Report (AICPA, Description Criteria) (description criteria). The
description is intended to provide report users with information about the Advanced Content Management
Solution Services System that may be useful when assessing the risks arising from interactions with
Metafile’'s system, particularly information about system controls that Metafile has designed, implemented,
and operated to provide reasonable assurance that its service commitments and system requirements were
achieved based on the trust services criteria relevant to Security (applicable trust services criteria) set forth
in TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA, Trust Services Criteria).

Metafile uses Microsoft Azure (‘Azure’ or ‘subservice organization’) to provide cloud hosting services. The
description indicates that complementary subservice organization controls that are suitably designed and
operating effectively are necessary, along with controls at Metafile, to achieve Metafile’s service
commitments and system requirements based on the applicable trust services criteria. The description
presents Metafile’s controls, the applicable trust services criteria, and the types of complementary
subservice organization controls assumed in the design of Metafile’s controls. The description does not
disclose the actual controls at the subservice organization.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at Metafile, to achieve Metafile’'s service commitments and
system requirements based on the applicable trust services criteria. The description presents Metafile’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the
design of Metafile’s controls.

We confirm, to the best of our knowledge and belief, that:

a. the description presents Metafile’s Advanced Content Management Solution Services System that
was designed and implemented throughout the period January 1, 2025 to December 31, 2025, in
accordance with the description criteria.

b. the controls stated in the description were suitably designed throughout the period January 1, 2025
to December 31, 2025, to provide reasonable assurance that Metafile’s service commitments and
system requirements would be achieved based on the applicable trust services criteria, if its
controls operated effectively throughout that period, and if the subservice organization and user
entities applied the complementary controls assumed in the design of Metafile’s controls throughout
that period.

c. except for the matter described in the following paragraph, the controls stated in the description
operated effectively throughout the period January 1, 2025 to December 31, 2025, to provide
reasonable assurance that Metafile’s service commitments and system requirements were
achieved based on the applicable trust services criteria, if complementary subservice organization
controls and complementary user entity controls assumed in the design of Metafile’s controls
operated effectively throughout that period.
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The accompanying description states that controls are in place to ensure that physical access requests are
approved, a manned reception desk is maintained, video surveillance is implemented, annual penetration
testing is completed, and intrusion detection system (IDS) notifications are configured. However, as noted
in Section 4, controls relating to physical access security and IDS notifications were not operating effectively
throughout the period January 1, 2025 to December 31, 2025. As a result, controls did not provide
reasonable assurance that the service organization’s service commitments and system requirements were
achieved based on criterion CC6.4, “The entity restricts physical access to facilities and protected
information assets (for example, data center facilities, backup media storage, and other sensitive locations)
to authorized personnel to meet the entity’s objectives,” and CC7.2, “The entity monitors system
components and the operation of those components for anomalies that are indicative of malicious acts,
natural disasters, and errors affecting the entity’s ability to meet its objectives; anomalies are analyzed to
determine whether they represent security events.”

COlayy LPorek
Gy Rejlek ¥

Director of IT, Governance, and Security
Metafile Information Systems, Inc.
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A-LIGN

INDEPENDENT SERVICE AUDITOR’S REPORT
To: Metafile Information Systems, Inc.
Scope

We have examined Metafile’s accompanying description of its Advanced Content Management Solution
Services System titled "Metafile Information Systems, Inc.’s Description of Its Advanced Content
Management Solution Services System throughout the period January 1, 2025 to December 31, 2025”
(description) based on the criteria for a description of a service organization’s system in DC section 200,
2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA,
Description Criteria), (description criteria) and the suitability of the design and operating effectiveness of
controls stated in the description throughout the period January 1, 2025 to December 31, 2025, to provide
reasonable assurance that Metafile’s service commitments and system requirements were achieved based
on the trust services criteria relevant to Security (applicable trust services criteria) set forth in TSP section
100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria).

Metafile uses Azure to provide cloud hosting services. The description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary, along
with controls at Metafile, to achieve Metafile’s service commitments and system requirements based on the
applicable trust services criteria. The description presents Metafile’s controls, the applicable trust services
criteria, and the types of complementary subservice organization controls assumed in the design of
Metafile’s controls. The description does not disclose the actual controls at the subservice organization.
Our examination did not include the services provided by the subservice organization, and we have not
evaluated the suitability of the design or operating effectiveness of such complementary subservice
organization controls.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at Metafile, to achieve Metafile’'s service commitments and
system requirements based on the applicable trust services criteria. The description presents Metafile’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the
design of Metafile’s controls. Our examination did not include such complementary user entity controls and
we have not evaluated the suitability of the design or operating effectiveness of such controls.

The information included in Section 5, "Other Information Provided by the Service Organization," is
presented by Metafile management to provide additional information and is not a part of the description.
Information about Metafile’s management’s response to testing exceptions has not been subjected to the
procedures applied in the examination of the description, the suitability of the design of controls, and the
operating effectiveness of the controls to achieve Metafile’s service commitments and system requirements
based on the applicable trust services criteria.

Service Organization’s Responsibilities

Metafile is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance that
Metafile’'s service commitments and system requirements were achieved. Metafile has provided the
accompanying assertion titled "Assertion of Metafile Information Systems, Inc. Management" (assertion)
about the description and the suitability of design and operating effectiveness of controls stated therein.
Metafile is also responsible for preparing the description and assertion, including the completeness,
accuracy, and method of presentation of the description and assertion; providing the services covered by
the description; selecting the applicable trust services criteria and stating the related controls in the
description; and identifying the risks that threaten the achievement of the service organization’s service
commitments and system requirements.
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Service Auditor’'s Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was
conducted in accordance with attestation standards established by the American Institute of Certified Public
Accountants. Those standards require that we plan and perform our examination to obtain reasonable
assurance about whether, in all material respects, the description is presented in accordance with the
description criteria and the controls stated therein were suitably designed and operated effectively to
provide reasonable assurance that the service organization's service commitments and system
requirements were achieved based on the applicable trust services criteria. \We believe that the evidence
we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of the description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves the following:
¢ Obtaining an understanding of the system and the service organization’s service commitments and
system requirements
¢ Assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively
e Performing procedures to obtain evidence about whether the description is presented in
accordance with the description criteria
e Performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its
service commitments and system requirements based on the applicable trust services criteria
o Testing the operating effectiveness of controls stated in the description to provide reasonable
assurance that the service organization achieved its service commitments and system
requirements based on the applicable trust services criteria
¢ Evaluating the overall presentation of the description

Our examination also included performing such other procedures as we considered necessary in the
circumstances.

Independence and Ethical Responsibilities

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the examination engagement.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not,
therefore, include every aspect of the system that individual users may consider important to meet their
informational needs.

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements are achieved based on the
applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability of
the design and operating effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.

Description of Tests of Controls

The specific controls we tested and the nature, timing, and results of those tests are listed in Section 4.
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Basis for Qualified Opinion

Metafile states in its description that physical access requests are approved, a manned reception desk is
maintained, video surveillance is implemented, annual penetration testing is completed, and IDS
notifications are configured. However, as noted in Section 4, controls related to physical access security
and IDS notifications were not operating effectively throughout the period January 1, 2025 to
December 31, 2025. As a result, controls did not provide reasonable assurance that the service
organization’s service commitments and system requirements were achieved based on criterion CC6.4,
“The entity restricts physical access to facilities and protected information assets (for example, data center
facilities, backup media storage, and other sensitive locations) to authorized personnel to meet the entity’s
objectives,” and CC7.2, “The entity monitors system components and the operation of those components
for anomalies that are indicative of malicious acts, natural disasters, and errors affecting the entity’s ability
to meet its objectives; anomalies are analyzed to determine whether they represent security events.”

Opinion

In our opinion, except for the matter described in the preceding paragraph, in all material respects,

a. the description presents Metafile’s Advanced Content Management Solution Services System that
was designed and implemented throughout the period January 1, 2025 to December 31, 2025, in
accordance with the description criteria.

b. the controls stated in the description were suitably designed throughout the period January 1, 2025
to December 31, 2025, to provide reasonable assurance that Metafile’s service commitments and
system requirements would be achieved based on the applicable trust services criteria, if its
controls operated effectively throughout that period and if the subservice organization and user
entities applied the complementary controls assumed in the design of Metafile’s controls throughout
that period.

c. the controls stated in the description operated effectively throughout the period January 1, 2025 to
December 31, 2025, to provide reasonable assurance that Metafile’s service commitments and
system requirements were achieved based on the applicable trust services criteria, if
complementary subservice organization controls and complementary user entity controls assumed
in the design of Metafile’s controls operated effectively throughout that period.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 4, is intended solely
for the information and use of Metafile, user entities of Metafile’s Advanced Content Management Solution
Services System during some or all of the period January 1, 2025 to December 31, 2025, business partners
of Metafile subject to risks arising from interactions with the Advanced Content Management Solution
Services System, practitioners providing services to such user entities and business partners, prospective
user entities and business partners, and regulators who have sufficient knowledge and understanding of
the following:
e The nature of the service provided by the service organization
e How the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties
¢ Internal control and its limitations
e Complementary user entity controls and complementary subservice organization controls and how
those controls interact with the controls at the service organization to achieve the service
organization’s service commitments and system requirements
e User entity responsibilities and how they may affect the user entity’s ability to effectively use the
service organization’s services
The applicable trust services criteria
The risks that may threaten the achievement of the service organization’s service commitments
and system requirements and how controls address those risks
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This report is not intended to be, and should not be, used by anyone other than these specified parties.

A-vien ﬁgsumwce

Tampa, Florida
March 20, 2026
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SECTION 5

OTHER INFORMATION
PROVIDED BY THE SERVICE ORGANIZATION
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MANAGEMENT’S RESPONSE TO TESTING EXCEPTIONS

Control | Control Activity Specified by the Test Applied by the Service ,

Point Service Organization Auditor Meists ez b EMEEEEN S REPEE

CC4.1, | A third-party performs a Inspected the completed Testing of the control activity Due to the datacenter moving to

CC7.1 penetration testing annually to penetration test results to disclosed that a penetration test the cloud and scheduling for 2025,
identify and exploit vulnerabilities determine that a third-party was not performed annually during | Metafile couldn’t get one
identified within the environment. performed a penetration testing the review period. scheduled. Metafile will be

annually to identify and exploit scheduling one for 2026.
vulnerabilities identified within the

environment, and identified

vulnerabilities were addressed and

tracked to resolution.

CC6.4 Physical access to systems is Inspected the hiring procedures, Testing of the control activity Since Metafile no longer had a
approved and granted to an badge access listings and user disclosed that a physical access physical building for the new hires,
employee as a component of the access request ticket for a sample | request was not formally they were not provided physical
hiring process. of new hires to determine that documented for three of three new | access to the building.

physical access was approved and | hires sampled.
granted to an employee as a
component of the hiring process.

CC6.4 | A manned reception desk is in Inspected the reception desk Testing of the control activity Since Metafile moved to the cloud
place to monitor and control visitor log to determine that a disclosed that a reception desk midyear and out of the building,
access to the entrance of the manned reception desk was in visitor log was not maintained the company no longer had proof
office facility during standard place to monitor and control during the review period. during the audit that Metafile had
business hours. access to the entrance of the the visitor log from 2025 that was

office facility during standard maintained and kept by the
business hours. building owner.

CC6.4 | A badge access system controls Inspected the badge access listing | Testing of the control activity Since Metafile moved out of the
access to and within the office and zone definitions to determine disclosed that evidence of a badge | building, the company no longer
facility. that a badge access system access system was not retained had access to the badge access

controlled access to and within the | during the review period. system as the building owner
facility. maintained that access when
Metafile left during the audit.
CC6.4 Personnel are assigned to Inspected the badge access listing | Testing of the control activity Since Metafile moved out of the

predefined badge access security
zones based on job
responsibilities.

and zone definitions to determine
that personnel were assigned to
predefined badge access security
zones based on job
responsibilities.

disclosed that evidence of a badge
access system was not retained
during the review period.

building, the company no longer
had access to the badge access
system as the building owner
maintained that access when
Metafile left during the audit.
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Control

Control Activity Specified by the

Test Applied by the Service

Test Results

Management’s Response

Point Service Organization Auditor
CC6.4, | The badge access system logs Inspected the badge access Testing of the control activity Since Metafile moved out of the
CC7.2 successful and failed physical configurations and the badge disclosed that evidence of a badge | building, the company no longer
access attempts. The logs can be | access log for an example day to access system was not retained had access to the badge access
pulled for review if necessary. determine that the badge access during the review period. system as the building owner
system logged successful and maintained that access when
failed access attempts and logs Metafile left during the audit.
could be pulled for review if
necessary.
CC6.4 | Access to the server room is Inspected the server room access | Testing of the control activity Since Metafile moved out of the
restricted to authorized personnel. | listing to determine that access to | disclosed that evidence of a badge | building, the company no longer
the server room was restricted to access system was not retained had access to the badge access
authorized personnel. during the review period. system as the building owner
maintained that access when
Metafile left during the audit.
CC6.4, | Avideo surveillance system is in Inspected the video surveillance Testing of the control activity Since Metafile moved out of the
CC7.2 | place with footage retained for one | system configurations and oldest disclosed that evidence of a video | building, the company no longer
year for review. retained video surveillance footage | surveillance system was not had access to the video
to determine that a video retained during the review period. surveillance system as the building
surveillance system was in place owner maintained that access
with footage retained for one year when Metafile left during the audit.
for review.
CC6.4, | Visitors to the office facility and Inspected the visitor log for a Testing of the control activity Since Metafile moved out of the
CC7.2 server room are required to sign a | sample of months to determine disclosed that a visitor log was not | building, the company no longer
visitor log prior upon arrival. that visitors to the facility and maintained during the review had access to the visitor log as the
server room were required to sign | period. building owner maintained that
a visitor log prior upon arrival. access when Metafile left during
the audit.
CC6.6, | The IDS is configured to notify Inspected the IDS configurations Testing of the control activity When switching from the on-
CC6.7, | personnel upon intrusion and an example IDS log extract disclosed that IDS software alert premise packet viper to the new
CC741, detection. and alert notification to determine notifications were not enabled cloud azure firewall, Metafile didn’t
CC7.2 that the IDS was configured to during the review period. notice by default logging wasn’t

notify personnel upon intrusion
detection.

turned on. Although IDS is
enabled, email alerting wasn’t
except for console alerts.
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Con'trol Control Ac'tlvnty Spe'cm(-':d by the Test Applied b'y the Service Test Results Management’s Response
Point Service Organization Auditor
CC7.2 CCTV cameras monitor physical Inspected the visitor log for a Testing of the control activity Since Metafile moved out of the

access to the entity's office
facilities and visitor access to the
office facilities and server room
require the visitor to sign a visitor
log prior upon arrival.

sample of months to determine
that CCTV cameras monitored
physical access to the entity's
facilities and visitor access to the
facility and server room required
the visitor to sign a visitor log prior
upon arrival.

disclosed that evidence of CCTV
and a visitor log was not
maintained during the review
period.

building, the company no longer
had access to the video
surveillance system or visitor logs
as the building owner maintained
that access when Metafile left
during the audit.
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